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MEMORANDUM 
 
TO:  All Prequalified Contractors 
 

FROM:  Rachel Mills, P.E.  
  Director 
  Division of Construction Procurement 
 
DATE:  January 19, 2017 
 
SUBJECT: Spam Email Appearing to Come from KYTC Concerning Prequalification 
 
It has been brought to the Cabinet’s attention that a phishing email has been sent to numerous contractors prequalified with 
the Kentucky Transportation Cabinet.  This email appears to be from KYTC attempting to verify information on the 
prequalified contractor’s list.  The email IS NOT from the Cabinet.  
 
Below is a copy of the phishing email. Please do not open and respond. If you have questions contact the Division of 
Construction Procurement at (502) 564-3500. 
_________________________________________________________________________________________ 
From: Kentucky Trans. Cabinet <kentuckytrans@mail.ru> 
To: You <you@gmail.com> 
Sent: Wed, Jan 18, 2017 10:56 am 
Subject: KENTUCKY PREQUALIFIED CONTRACTORS LIST 

      COMMONWEALTH OF KENTUCKY TRANSPORTATION CABINET FRANKFORT, KENTUCKY PREQUALIFIED 
CONTRACTORS LIST 

Dear Member, 
 

To provide a safe, efficient, environmentally sound and fiscally responsible  
transportation system that delivers economic opportunity and enhances  

the quality of life in Kentucky. 
 

The commonwealth of Kentucky Transportation Cabinet Frankfort,  
Kentucky has compiled an updated list of Pre-Qualified COntractors. 

We strongly advise that each member verify their information as 
published on the list to verify authenticity of the list. 

 
View List Here 

 
Thank You 
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